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	Reason for change:
	In the current version of the TS 33.558 v17.1.0 “Security aspects of enhancement of support for enabling edge applications”,  there is no security requirements for the EDGE-9 and interface between EASs specififed in the clause 5 “Security requirements”. The only part that has EDGE-9 security is in clause 6 “Procedures” as: “support TLS and HTTPS as specified in RFC 7540 [13] and RFC 2818 [14]” in clause 6.1. But still the authorization procedure is missed. 

This contribution targets to address the EDGE-9 authorization and interfaces security between EASes that are missing from the TS 33.558 R17.
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	This contribution targets to address the EDGE-9 authorization and interfaces security between EASes that are missing from the TS 33.558 R17.
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[bookmark: _Toc97307704][bookmark: _Toc19634588][bookmark: _Toc26875646][bookmark: _Toc35528396][bookmark: _Toc35533157][bookmark: _Toc45028499][bookmark: _Toc45274164][bookmark: _Toc45274751][bookmark: _Toc51168008][bookmark: _Toc67388911]5	Security requirements
[bookmark: _Toc75276909][bookmark: _Toc51167978][bookmark: _Toc45274721][bookmark: _Toc45274134][bookmark: _Toc45028469][bookmark: _Toc35533127][bookmark: _Toc35528366][bookmark: _Toc26875616][bookmark: _Toc19634558][bookmark: _Toc97307705]5.1	General security requirements
The Edge application architecture defined in the TS 23.558 [xx] shall satisfy the following requirements. 
[bookmark: _Toc97307706]5.1.1	Authentication and Authorization.
Authentication and Authorization between Edge Enabler Client (EEC) and Edge Configuration Server (ECS): Edge Configuration Server (ECS) shall be able to provide mutual authentication with Edge Enabler Client (EEC) over EDGE-4 Interface. ECS shall determine whether EEC is authorized to access ECS's services.
Authentication and Authorization between EEC and EES: Edge Enabler Server (EES) shall provide mutual authentication with EEC over EDGE-1 Interface. EES shall determine whether EEC is authorized to access EES's services.
Authentication and Authorization between EESs: Edge Enabler Server (EES) shall provide mutual authentication with another EES over EDGE-9 Interface. EES shall determine whether peer EES is authorized to access EES's services.
Authentication and Authorization between EASs: Edge Application Server (EAS) shall provide mutual authentication with peer EAS over interface between EASs. EAS shall determine whether peer EAS is authorized to access EAS's services.
Authentication and Authorization between Edge Enabler Server (EES) and ECS: ECS shall provide mutual authentication with EES over EDGE-6 Interface. ECS shall determine whether EES is authorized to access ECS's services.
Authentication and Authorization in EES capability exposure to EAS: EES shall provide mutual authentication with EAS over EDGE-3 Interface. EES shall determine whether EAS is authorized to access EES's services and expose EEC Capabilities. The Edge application architecture shall support EASs to obtain the user's authorization to access sensitive information (e.g. user's location).
NOTE1: The corresponding security requirements defined in TS 23.558 [5] is AR-5.2.6.2-a/b/d/e/f/g. 
[bookmark: _Toc97307707]5.1.2	Interface security
Confidentiality, integrity, and replay protection shall be supported on the EDGE-1-4 and EDGE 6-9 interfaces and the interface between EASs.
NOTE 1: The interfaces are defined in the Figure 6.2.4 of TS 23.558 [5]. The corresponding security requirement defined in TS 23.558 [5] is AR-5.2.6.2-c.
NOTE 2: The security requirement of EDGE 5 is out of the scope of this specification, since its details are out of the scope of this release of this specification, according to TS 23.558 [5].
The privacy requirements AR-5.2.6.2-h defined in TS 23.558 [5] are implicitly supported, since all the interfaces will be confidentiality and integrity protected.
*** NEXT CHANGE (2) ***
6.x	Authentication and Authorization between EESs
Authentication between EESs shall be done during the execution of the TLS handshake protocol. The authentication method shall be based on TLS certificates or pre-shared keys between the EESs.
For authorization of EES by the peer EES, the EES shall send the OAuth 2.0 [15] access token to the peer EES. The token profile is specified in clause 6.2 of the present document. If the EES requires access token for authorization, then the peer EES shall authorize the EES by using the token. Otherwise, the peer EES shall authorize the EES by its local authorization policy.
After successful authentication and authorization, the peer EES shall process the request and send the service response back to the EES.
6.y	Authentication and Authorization between EASs
Authentication between EASs shall be done during the execution of the TLS handshake protocol. The authentication method shall be based on TLS certificates or pre-shared keys between the EASs.
For authorization of EAS by the peer EAS, the EAS shall send the OAuth 2.0 [15] access token to the peer EAS. The token profile is specified in clause 6.2 of the present document. If the EAS requires access token for authorization, then the peer EAS shall authorize the EAS by using the token. Otherwise, the peer EAS shall authorize the EAS by its local authorization policy.
After successful authentication and authorization, the peer EAS shall process the request and send the service response back to the EAS.
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